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Introduction
This report is in response to the M&PC RABC report that was generated on October 8, 1999 titled   “Use of Jammer and Disabler Devices for blocking PCS, Cellular and Related Devices”. In addition, some other comments are included after a verbal rebuttal and commentary was given at the RABC meeting of Dec.6/1999 by D.Jocic of Cirrus Technologies Inc – a developer and manufacturer of such jamming technologies. 

In order to better appreciate the comments included in this report, the RABC report should be read in conjunction with this report. In most cases the paragraphs will open with the italicized RABC concern and the response is given in normal font. It should also be understood that throughout the document although cellular telephones are mentioned,  PCS and pager services within the cellular bands will also be affected. However any communications residing outside the cellular/PCS bands are not to be affected.

The intention of this rebuttal is to better inform the communications community the benefits and/or possibilities of such a technology and perhaps open a dialogue about these and other RABC concerns.

…….

For those who did not attend the Dec.6, 1999 RABC meeting and have not heard the arguments presented by D.Jocic of Cirrus Technologies Inc. as to the reasons for cellular/PCS jamming, briefly:

The mobile telecommunication industry has grown enormously around the world in the past decade. The ability to converse by wireless allows an individual an unparalleled freedom to perform and augment many day to day family, business and even emergency functions. It is now an indispensable part of our daily lives. However along with this ubiquitous usage, safety, security and privacy issues due to cell phones have become prevalent. Issues of safety have shown themselves in the medical community where mobile cellular telephones interfere with medical equipment, or in airlines where they are known to interfere with other communication and navigational aids. Their ban in these areas in many countries around the world already shows them to be a problem. And security issues where cellular telephones can be easily used to eavesdrop on very private decisions made in boardrooms within government, judicial, police or business meetings which are closed to the public but could have definite negative repercussions to the parties involved if information is leaked outside. From this perspective, there is a public benefit to thwarting cellular usage through autonomous methods over a very confined area where cellular telephones pose a hazard to public safety and information security. And in this vein Cirrus argues in support of this technology.

Technological Background of Jammers and Disablers - AugmentedIt should be noted that much of the committee’s….

·	It should be noted that Cirrus’ response is based on its close involvement with the security industry and the development of much more sophisticated jamming technologies. As it happens, cellular jamming is only a subtext application of more comprehensive jamming systems Cirrus designs for security organizations around the world.

Type “A” Device (Barrage Jammers)
This type of device comes equipped….

·	This type of jammer is a transmit only device and for ease of manufacture the Barrage jammer, as it is commonly known in the military electronic warfare arena, is comprised of one main variable oscillator which is swept or hopped with a generic noise modulation over a range of frequencies repetitively. The cell phone jammers of this type are swept over both the control and voice channel frequencies  indiscriminately since there is no built-in intelligent selectivity. And because the jammer must cover many frequencies repetitively the signal is naturally spread or thinned out which results in a low jamming efficiency in terms of power/Hz bandwidth occupied. To compensate the device is forced to radiate at high transmit powers to be effective. Many such devices on the marketplace are operating in the 2 to 10 watt range, polluting much of the communication spectrum in the neighborhood, including pagers, cellular phones - and in the really cheap versions almost everything in between.

It is agreed that these types of devices are dumb and spectrally polluting and should not approved since the general noise floor will be elevated. Unless some form of directional radiation control is implemented, this technique would definitely increase maintenance for the existing PCS/ cellular networks and related services, not to mention many other radio spectrum related services.
  
Type “B” Device (Base Station Interactive Jammers)
Unlike jammers, Type “B” devices….

·	This technique has great potential and should definitely not be ruled out. The fact this technique uses a receiver to discriminate any incoming calls in the local area before it jams (indirectly through the cell network) is a huge step in the right direction. This technique has many advantages over most types of jamming listed here since it maintains any radiation on existing licensed bands of operation. It is probably the least spectrally invasive jamming technique after Type E.  And the fact that 911 calls can also be selected and rerouted is another major plus for this technique. 

However, for this system to be even remotely effective, every PCS and cellular provider must work hand-in-hand very closely to cover all the different modulation formats such as AMPS, NAMPS, GSM, CDMA, TDMA etc., and their corresponding frequencies and all the network protocols…. All in one very small, portable, “magic bullet” package that won’t cost very much to the end customer. This is a very sophisticated system and quite a challenge to realize, indeed. The problem is further compounded by the fact that this is a very competitive industry and not everyone will make it a priority to pursue this constructive jamming philosophy.  The third-party manufacturer will definitely have his hands full trying to accommodate all existing and emerging technologies and it may not be that attractive from a business perspective to follow this route.

Type “C” Device (Beacon Disablers)
Unlike jammers, Type “C”  devices …..

·	This system is simply too cumbersome and device selective. For a jamming system to be effective, all devices entering the target area must be blocked with the least amount of environmental impact and user servicing. In fact that design philosophy can be applied to any product on the marketplace. Putting beacons on every compatible device runs very much against this philosophy and does not adequately address all of the incompatible devices now and in the future.

Type “D” Device (Direct Receive & Transmit Jammers)
This jammer behaves like a small, independent and portable base station  which can directly interact intelligently or unintelligently with the operation of the local mobile phone. The jammer is predominantly in receive mode and will intelligently choose to interact and block the cell phone directly if it is within close proximity of the jammer. The jammer can be updated with new programs for better selectivity algorithms in-step with all the advances in cellular telephone technology.

This selective jamming technique is much more sophisticated than Type A techniques due to the inclusion of a discriminating receiver to target the jamming transmitter. The benefit of such targeting selectivity is much less electromagnetic pollution in terms of raw power transmitted and frequency spectrum from the jammer, and therefore much less disruptive to passing traffic. The receiver forces the jamming transmitter to be clean and controlled so to not upset the whole communication spectrum but only surgically interfere with a very small part of it, located at mobile’s active frequency and/or modulation. The jam signal would only stay on as long as the mobile continues to make a link with the base station, otherwise there would be no jamming transmission – the technique forces the link to break or unhook and then it retreats to a passive receive mode again. And contrary to the Type A concern, the entire point of selective jamming is to avoid escalating the need for counter-counter jamming techniques in order to maintain PCS/cellular service in the surrounding area. 

The major benefit over the Type B technique, is it affords the manufacturer greater design and implementation freedom from the PCS/cellular provider technologies since the jammer operates directly with the mobile cell phone and is not restricted to operate within the PCS/cellular networks to block calls. The manufacturer is better able to make a more comprehensive and realistically priced product if  the cellular network protocols and negotiation is avoided. However, it should still be capable of detecting and handling a variety of modulation formats and frequencies in order for the jammer to be truly effective. 

This technique, has an added advantage over Type B in that no added overhead time or effort is spent negotiating with the cellular network and will have a much quicker response time than Type B. And as well as Type B, the receiver could also discriminate 911 calls and allow for “breakthroughs” during emergencies.
 Type “E” Device (EMI Shield - Passive Jamming)
This technique is using EMI suppression techniques to make a room into what is called a Faraday cage. Although labour intensive to construct, the Faraday cage essentially blocks, or greatly attenuates, virtually all electromagnetic radiation from entering or leaving the cage – or in this case a target room. To operate the Faraday cage as a cellular telephone blocker, one mounts a broadband antenna on the outside of the cage which then transfers the received communication signals by coaxial wire to reradiate on an interior mounted broadband antenna. The antennas are connected by coaxial cable through an in-line notch filter. The in-line notch filter allows all frequencies to pass and be re-radiated on the interior antenna except the cellular frequencies specifically.

Although not very practical to construct a few years ago for an office or theater, with current advances in EMI shielding techniques and commercially available products one could conceivably implement this into the architecture of newly designed buildings for so-called “quiet-conference” rooms.

Emergency calls would be blocked for sure unless there was a way to receive and decode the incoming transmissions to turn off the in-line filter.

This passive configuration is currently legal in Canada for any commercial or residential location insofar as DOC Industry Canada is concerned, however municipal or provincial building code by-laws may or may not allow this type of construction.


Evaluation of Jammer/Disabler Technology
Much of this technology is still in its infancy even though electronic warfare has been around since the dawn of radio. However the stumbling block is taking the obvious military application and making it compatible for the civilian environment. Several manufacturers have appeared on the marketplace with their devices yet none have proven to be compatible and selective enough to be given approval. 

The crux of the problem with cellular telephone jamming is electromagnetic spillage into areas where it was not intended to go. Currently ALL technologies suffer from this problem. One solution is to use directional antennas to contain the radiation into a well defined beam over a specific target area. Another solution is to use leaky (low emission) coax cables that are routed around a specific target area. Of course others are all only limited by the ingenuity of the designer.

One of the major objectives of Cirrus Technologies’ work in the Electronic Counter Measures arena is to make such a precise and civilian friendly cellular telephone jamming system. We can only say at this juncture that the technology is under development and when ready, will ask Industry Canada to examine and verify the system.  

Overall Assessment of the Jammer/Disabler Technology
·	The greatest concern would arise from blocking emergency calls….
This technology is only intended to be sold through strict channels where safety and security of the public are an issue due to cell phones. These customers would be police, military, diplomatic services, intelligence services for security;  airlines and medical facilities in terms of safety. The 9-1-1 calls are the first issues to be resolved and the deployment of such a jamming device would only occur where there is a redundant channel of communication to facilitate a 9-1-1 call in the event the cell phone is jammed. Furthermore Type B and D systems could allow for emergency breakthroughs which should render this to be a non-issue.

·	Since the Type A device would block all calls ….. would be totally unacceptable.
Notwithstanding the emergency call issue, the entire point of a cell phone jammer is to block all cell phone calls within a specific area, otherwise what is its function? Whether Type A,B,C,D or E the point is render cell phones quiet and inoperable in the target zone.

·	In the case of Type B and C devices, although….barely better than a Type A device.
Registered or non-registered emergency users is a non-issue – it’s simply an added header on a code string. The real issue is if the jammer has the capability to detect and allow an incoming emergency call this makes the technology enormously better than any Type A system. To say it is “barely better than Type A device”, is simply a wrong statement.

·	Furthermore, the implementation of complexity for Type B devices…..
As mentioned in 3.2, this is a good example of the impracticality of such a jamming system.

·	Successful implementation of Type C….
As mentioned in 3.3, this type of system is just too device specific and not generic enough for widespread implementation.

·	Another serious problem could arise from……
The statement is quite correct. Transmission and detection leakage is most definitely one reason why the civilian application of this electronic counter-measures technology is still in its infancy.

·	The use of Type A devices could trigger…..
Although Cirrus Technologies Inc. is not a proponent of Type A technology, the statement is  hysteric. The assumption is made that installation of jamming devices is going to be reckless and done by amateurs.  The primary problem here is EM spillage outside of the target area and much of this problem can be well controlled through the use of directional antennas, leaky coax cables routed around the target areas or other techniques and careful placement of the jamming devices by professionals. Although Type A devices are crude and always transmitting they can be held in check through spillage control techniques such as directional antennas to force the radiation over the specific target area. A good example of how this spillage problem has been managed in technique and certification in a similar unlicensed broadcast band FM transmission technology is by Decade Transmitters Inc. at www.decade.ca/AboutRegulations.html.

In terms of the other Types introduced in this document, Type D devices are very selective in the frequencies that are targeted and the rise in the noise floor will not be broadbanded. It will be a precise frequency and momentary jam that should not cause any discernable adjacent site interference or control problems. 

Type E ironically may cause a worse problem than Type D because sometimes, if poorly constructed, the Faraday cage attenuates the signals marginally and as a result the base tower and hand mobile spend much more time establishing a workable link.  

Potential Service Implications
·	The denial of service….
Arguing strictly from the point of view that these jamming devices are only intended to be used where cell phone usage is a hazard to public or a security risk, the issue of denial of service is weak. It can be legally argued that the prohibition of cell phones in such safe and secure zones takes greater precedence in the protection of life and property than the need for the cell phone service in those target areas.

·	Either by deliberate action…
This comment reflects the current state of the technology.  A good jamming system regardless of Type A, B…E must be able to target and render inoperable within a specific area ALL cell phones regardless of the cell phone’s frequency and modulation format. For reasons outlined prior in the document, some techniques hold more promise than others in accommodating all the different frequencies and modulation formats and all of them are still in development.
 
·	Certification, licensing….
A good example of how certification and new licensing has occurred for low power unlicensed transmitters is FM transmitters that was pioneered by Decade Transmitters Inc. of Sherbrooke, Quebec. In this case Decade Transmitters Inc.( www.decade.ca ) was allowed to sell and operate low power unlicensed FM transmitters in the commercially licensed broadcast radio band of 88-108 MHz provided they limited the transmissions to within the target areas such as stadiums or arenas or concert halls and did not interfere with broadcast signals outside those physical areas. Simply put, the stipulation was if they could assure their devices radiate within RSS-123 specifications beyond the boundary of the target building, then the technology was allowed to operate.  In essence the RSS-123 specification was modified to define the target building as the radiating element, and all radiation beyond the building’s boundary must conform to RSS-123 specifications – which is precisely what the cellular jamming technology also requires in terms of operation and certification. The unlicensed FM techniques and certification has much in common with cellular telephone jammers and should be looked upon as a guideline for future certification. Please see www.decade.ca/AboutRegulations.html.
 
·	Spectrum would be devalued….
The argument of spectrum value and derived revenue generation is irrelevant in regards to safety and security of the public whenever or wherever cell phones pose a serious problem. 


·	The use of jammers could significantly….
This would be true if there is no spillage control requirement on jamming systems. 

·	Overall customer perception….
In fact, quite the opposite would occur if the jamming technology is intelligent and controlled. Many customers would appreciate the fact that their cell phone will not interfere with aircraft navigational systems or critical care medical equipment if they accidentally leave their cell phones active while moving through those areas. As well, conference privacy would be protected when key government or business decisions are being made that could affect many people outside the private meeting.

 Other Comments from the Dec.6/1999 RABC Meeting	Some notable comments were made at the last Dec.6/1999 RABC meeting which are worth including in this response. To be fair, one should note that the responses were not all made at the meeting but have been added to address the issues better:
………..

Comment:   
Kwai Lum pointed out that it was difficult to imagine a situation in which jamming could be done without the active cooperation of the victims – the service providers.   He also pointed out that some of the amelioration techniques had real technical drawbacks. 

Response: 
Yes, 9-1-1 issues will have to be resolved in cooperation with other service providers so that a generic header code is transmitted by the service providers and can be detected by a Type B, C or D jammer so that breakthrough can happen.

However in terms of area spillage techniques and certification, it seems Decade Transmitters Inc. did it by making sure their FM radiation is confined to the target area through proper placement, directional control and shielding of their radiating elements. In this regard, did they have to come to an agreement with all the FM broadcast stations across Canada to do this? 
…………

Comment:
Mark Thompson pointed out that hospital EMI problems are being solved on a day-by-day basis.  He noted that in Ontario some police forces are using leased commercial services and these would be adversely effected by authorized jammers.

P.F. Ng reported that, in a recent EMC Committee meting, the McGill biomedical sciences briefing team expressed the view that an outright ban on cell phones in hospital was not necessary and that methods are being developed to manage the electro-magnetics in hospitals.

Response: I, D.Jocic, have great reservations on how immune a piece of medical equipment is to electromagnetic radiation when the radiating element is in very close proximity to heart, head and body sensors. Being an RF engineer with great experience in both design and EMI susceptibility testing I know this to be a much greater challenge than the comments leads one to believe. One should understand that cell phones operate at a very short wavelength where almost any small exposed wire (such as a sensor) can function doubly as a very efficient pickup antenna. Interference  will only naturally occur. Furthermore, why would one take the risk if the jamming technology is available to prevent the cell phone from interfering with medical equipment?

……………

Comment: 
Some cellular tower installations have been made on hospital rooftops without any discernable effect on medical equipment inside the hospital. (So how could a mere cell phone be a problem in this case?)

Response: What must be understood is although the power radiated from antenna is a major factor, the proximity of the radiating element to a possible receiver is much more important. For instance a cell tower radiating 100 watts on a rooftop 3-4 floors up will not have nearly as profound effect on a piece of medical equipment as a small 0.5 watt mobile operating only a few feet away due to the simple physics of power received is decreased dramatically (non-linearly) with distance from source. Furthermore, the primary radiation lobes of the rooftop antenna arrays are pointing away and not into the hospital, so there is a marked reduction in transmission power entering the building. (Although some small power does still creep inside due to fringing and sidelobe effects). Portable cell phones on the other hand have very little transmission directionality and can easily encompass several pieces of medical equipment inside a hospital room. Compounded with the mobile cell’s proximity to the equipment is a recipe for trouble. 

……………
	
Comment:
Mark Thompson expressed concern about any possible compromise of any 911 call, under any circumstances.

Robert Levesque expressed concern about the operation of public safety systems which use the same bands as the services the proponents might wish to jam.  He was especially concerned with fire services because the proponents cannot predict where fires will or will not occur. 

Response: Once again, if a 9-1-1 situation is to occur, a Type B or D has the ability to pick up an emergency transmission, (through perhaps a generic 9-1-1 transmission code from the 9-1-1 source using whichever desired modulation), in order to break off the jamming and allow the emergency service to come through. 9-1-1 call outs can be accommodated.


………….

Comment:
Eric Augstman expressed concern about using jammers on aircraft, pointing out that airworthiness standards would make such devices very expensive.

Response: If it is a question of securing the aircraft from unwanted cell phone useage during critical flight manoevres or the cost of an “airworthy” jammer, securing the aircraft will take higher precedence. Ask any pilot….. This is an entirely workable issue. 

……………

Comment:
Jean-Claude Brien commented that most members are not too concerned when devices such as those described by M. Jocic are used, by the RCMP, for example, to protect a VIPs on an as required basis.  He expressed concern about the potential for proliferation of such devices.

Response: Security issues really pertain more to industrial and government espionage issues than to VIP protection or terrorist usage. I have heard many examples where extremely private boardroom meetings have been eavesdropped by a mimicked “off – state” cell phone and in an instant have affected major investment decisions on the opposite side of the world. That is where our current communications technology has brought us. CSIS even acknowledges this problem openly and publicly. It is a real problem despite how much we wish to believe it a non-issue. 
	………..

	Comment:
Major Elisabeth Neasmith also expressed concern about the implications of a grey market from a national security point of view.

Andy McGregor expressed his satisfaction with the idea of restricted deployment but he cautioned that experience shows that grey markets emerge when any ‘foot-in-the door’ is allowed..….

Response:
The gray(or black) markets are already here and Canada is on the mailing list – see www.cguard.com.

Installation, on-site verification and maintenance should be the responsibility of the manufacturer(s) which would go a long way to controlling the proliferation of these devices. Only very specific clients (safety/security) would have access to this technology – and installations could be made permanent and registered. Information being readily available to D.O.C. for audit or otherwise.

Policies of Other Countries
Firstly, it is important to see that many other countries are experiencing the same issue – this is not an isolated issue nor will it go away. It is even more important and encouraging that some countries are open enough to seriously evaluate and gain a familiarity with this “dark-horse” technology. Countries such as Japan and France will definitely take the lead in technology in finding a workable solution in how to best integrate the benefits of controlled jamming into the existing and future communications infrastructure. And as the general public, industry and government agencies around the world realize the constructive safety and security/ privacy applications of this technology many of these policies will have to be seriously re-examined. 

In fact much of the pressure is already coming from the general public. Already there are companies around the world selling their cellular jamming technology into these “prohibited” countries of USA, France Australia, UK, Japan. One such company is Netline Technologies Inc. of Israel, and according to their website www.cguard.com –  Canada is on their mailing list. 



Historical Stance
As per comment.

Recommendations
The RABC believes…..

Cirrus believes that this technology has a constructive purpose when applied to protect the safety and security of people, and their deployment would be limited to those areas where cellular telephones pose the greatest risk or problem to public safety and security. The deployment of such devices would be intended where 9-1-1 could also be made through existing land-lines, hand-talkie, computer, radio, direct voice, direct signal or some other redundant communication method. 

Spillage could be controlled by use of directional antennas, or by carefully routed leaky (small emission) coaxial cables, EMI shielding techniques, professional placement or other methods. Furthermore, they can also be verified for any such interference after installation by direct measurement at the installation site, done by certified professionals. 

Unfair discrimination of cellular providers is strictly the state of the technology and is bound to improve as any other technology in order to better accommodate this concern.

In terms of wireless etiquette, Cirrus agrees with the RABC, the less disruptive the ringers can be made the more attractive the cellular telephone product is to customer. The vibrating handsets are an excellent idea since it saves the embarrassment and disruption of public events. However vibrating handsets still do not resolve the more important issues of cell phones posing a hazard to an aircraft, medical equipment or closed official government/business meetings or police security.

The most important  recommendation is for the RABC and Industry Canada to keep an open mind on this issue as the technology develops. The initial RABC M&PC report painted this technology as a hopeless non-negotiable legal and regulatory minefield, very much a threat to undermining a carefully constructed communications infrastructure.  This attitude is understandable since none or very little of this report had any input from the designers and manufacturers of this technology. The reality is the technology is still developing to the point where it can be more discretely integrated with the communications infrastructure and not infringe upon it. The intention is to not make cellular service providers nervous but more confident that a more comprehensive telecommunication service is being offered through the inclusion of very controlled cellular jamming. Many people in industry and government around the world are just now beginning recognize the potential benefits of this technology and it will be the public in general that will begin demanding these added benefits very soon. 

In closing, Cirrus also recommends that the RABC and Industry Canada maintain there policy of cellular jamming prohibition BUT highly recommends it follow a similar open minded stance as in Japan or France to allow for limited testing, evaluation and dialogue of such devices whenever possible. 

