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RABC Comments - Canada Gazette Notice DGTP-002-01, 2001-03-09: 
Public Discussion on Cell Phone Silencers (Devices Capable of Interfering with or 
Blocking Mobile Telephone Communications) 
 
The Radio Advisory Board of Canada provides Industry Canada with the following 
comments on the use of cell phone silencers / radio jamming devices.  The Board 
issued a report on this topic in October 19991 and then updated the report, which was 
released in January 20012. 
 
In both these reports, the Board expressed strong reservations on the use of such 
devices.  The Board supported the retention of the existing policy and the refusal to 
exempt, certify or licence jammer / disabler devices.  The Board understands the 
possible frustration and inconvenience that inappropriate and thoughtless use of cellular 
phones can engender, however, in spite of the flurry of news items occurring recently, 
the Board still sees no valid rationale to modify its stated position.  The device 
descriptions in these news items have not resolved any of the concerns raised 
previously by the RABC. 
 
In the following paragraphs, the Board responds to the specific questions raised and 
highlights appropriate technical rationale. 

                                                 
1  “Use of Jammer and Disabler Devices for Blocking PCS, Cellular & Related Services”, RABC, M&PC 

Committee, October 8, 1999 
2  “Use of Jammer and Disabler Devices for Blocking PCS, Cellular & Related Services”, RABC 

Publication 01.3, M&PC Committee, 10 January 2001 
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Conclusions 
 
The RABC believes that the Department’s existing policy of refusing to exempt, certify 
or license cell-phone silencer / jammer / disabler devices continues to be appropriate. 
 
The RABC understands the possible frustration and inconvenience that inappropriate 
and thoughtless use of cellular phones can engender in some circumstances.  In our 
response that follows we believe that it is largely a behavioral issue for which there are 
alternative preferred solutions to the proposed use of 'silencers', which themselves can 
introduce other undesirable and even potentially dangerous problems.  The RABC 
believes that this behavioral issue is being addressed by appropriate education by the 
cellular industry. 
 
The Board believes that DGTP-002-01 is attempting to solve four distinct types of 
perceived problems (EMC issues, audio-ringer issues, industrial espionage issues, 
security issues) and each needs to be individually assessed as to the most appropriate 
resolution. 
 
From a public policy perspective, the greatest concern with these devices arises from 
the potential for intentional or unintentional blocking of emergency calls, whether these 
are: 
 

• Originating calls to 9-1-1, 
 
• Originating or receiving calls to / from other emergency numbers (such as the 

normal phone numbers for police, fire, ambulance, poison control center and 
other medical services), 

 
• Originating or receiving emergency calls between private individuals. 

 
Except when dialing the digits 9-1-1, it is technically extremely difficult to correctly 
determine that a call is an emergency call and permit the call, while “silencing” non-
emergency calls. 
 
Real and substantive questions concerning legal liability associated with the use of 
such devices would also arise for the various parties involved in their deployment. 
 
In addition, the implications of allowing the use of such jammer/disabler devices for 
blocking mobile phone calls go far beyond its intended “silencing” application. Such 
implementations would create problems in several areas: 
 

• High potential for unfair discrimination to various service providers and users 
(e.g. difficulty in making sure jamming is done equally to all service providers and 
private users, including cellular, PCS, paging, 2-way radio, cordless phones, 
licence-exempt phones, Bluetooth phones, etc.); 
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• Difficulty in controlling the “blocked” coverage area so as to avoid ‘spillover’ to 
areas where blocking is unintended, undesired and not authorized; 

 
• The total power emitted by some broadband jammers and aggregated power of 

co-located jammers may exceed safe thresholds, if in close proximity to the 
public. 

 
• Once jamming begins, escalation to counter-jamming and counter-counter-

jamming is likely. 
 
The concept of allowing third parties to jam a licensed service also has many regulatory 
and legal implications and difficulties: 
 

• Complex licensing issues – licensed or unlicensed, fee-based or free, location 
known or arbitrary, frequencies of operation, emitted power 

 
• Enforcement issues – permitted or not, RF spill-over, moving & removing 

equipment, who monitors, enforces, investigates 
 
• Certification issues – what standards are met, who monitors continued 

compliance, who is responsible to repair 
 
• Liability issues – what is the liability of manufacturers, operators or regulators if 

“authorized” jamming causes a call to fail and thus exacerbates some form of 
injury. 

 
The industry has been working hard and has made significant progress in raising the 
awareness level and in educating the public regarding responsible wireless etiquette. In 
addition, it is expected that non-audible alerting, such as handsets that vibrate, and 
short messaging services, available on handsets, will allow users to deliver and receive 
important calls without disturbing others. The public is already benefiting from vibrating 
pagers and cellular/PCS handsets that do not disrupt meetings, performances, etc. 
Furthermore, the use of such technologies and services is likely to accelerate with the 
FCC’s recent adoption of rules and policies. This FCC action will now require 
manufacturers of telecommunications equipment and providers of telecommunication 
services to ensure that such equipment and services are accessible to and useable by 
persons with disabilities, if readily achievable.  
 
Indeed, non-audible alerting and text messaging can have a double benefit. They can 
end concert hall disruption, while also making sure that calls get through to people in 
high-noise environments, like football or basketball games. 
 
The Board continues to believe that the current practice that only allows for the 
temporary use of some forms of these devices by authorised law enforcement agencies 
under exceptional circumstances is in the public interest and should be maintained.  
Broadened licensing of these devices beyond the current policy and/or practice will 
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place the Government and the Department in the position of attempting to address 
social behaviour issues by regulatory fiat. 
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1 Background 
It is important to uniquely identify the perceived problems and then assess the positive 
and/or negative impacts of possible resolutions for each identified problem.  In some 
cases, the Department will clearly have responsibility and need to dictate the resolution, 
while in others, a voluntary usage resolution may be more appropriate. 

1.1 Problem Statement 
The Board considers that the perceived problems fall into 4 independent categories and 
notes that the focus of most of recent newspaper articles and of DGTP-002-01 is in the 
second category: 
 

1. EMC-related, i.e., there is a fundamental issue with radio emissions from a 
portable device.  In such cases, the radio energy may cause mis-operation of 
other equipment.  Cited examples include: 

 
o Use of radios near sensitive medical equipment  
 
o Use of radios in aircraft affecting navigation equipment 

 
2. Audio-ringer related, i.e., the fundamental issue is that the audio ringer will cause 

acoustic “discomfort” to other people in the immediate vicinity.  Cited examples 
include: 

 
o Use during a theatrical or orchestral performance 
 
o Use during a religious service 
 
o Use in a quiet restaurant 

 
3. Industrial espionage, i.e., the fundamental issue is use of radio equipment to 

eavesdrop and / or record conversations without the knowledge of the parties 
involved. 

 
4. Security related, i.e., when cellphones are used by criminals in the commission of 

a crime either for communication or to set off an explosive device. 
 
NOTE that the second category may be focussed on publicly available equipment using 
cellular, PCS, SMR, licence-exempt and / or paging bands.  The other three categories 
are much more broadly-based, and also include equipment using licence-exempt 
bands, amateur radio bands, ENG bands, etc., i.e., any band in which transportable 
equipment can be deployed.  Those involved in industrial espionage may deploy 
equipment with “low-probability-of-intercept” capability, which makes jamming a difficult 
challenge. 
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Note also that a “solution” for one category may worsen the problem in another 
category.  For example, a simple RF high-power jammer may solve categories 2 and 3, 
but will exacerbate category 1 concerns. 

1.2 Problem “Solutions” 
Many proposed jammers would degrade EMC-related issues by increasing the RF 
energy.  Even quiet-room “Faraday cages” may degrade situations as terminals within 
the Faraday Cage may increase their power trying to “punch-through” the blockage.  
User etiquette and appropriate signage may be the ONLY viable solution to EMC. 
 
Use of radios near sensitive aircraft navigation equipment is already well taken care of 
by administrative means, i.e. Transport Canada and airlines do not allow the use of cell 
phones onboard aircraft in flight. 
 
Various research institutes including McGill University and Health Canada have studied 
the subject of EMC between wireless devices and medical equipment.  It was found that 
the actual risk of wireless devices causing medical equipment malfunction should be 
very low based on extensive review of reported EMI cases.  With increasing awareness 
of the issue, it is believed that the risk can be minimized further.  For example, sensitive 
medical equipment can be identified and placed at locations with good separation from 
RF sources and wireless devices and this sensitive medical equipment may be limited 
to use in non-critical care units.  Improved EMC design is also expected with new 
medical equipment that should have better shielding and immunity performance. 
 
Although annoying and undesirable, audible-ringer issues are most visible to the 
general public, but are not sufficiently crucial to REQUIRE active jammer technology – 
issues can be minimized, by use of vibration–ringers, etiquette and signage.  Active 
jammers are like using a proverbial “sledge-hammer to crack a nut” and also incur major 
negative implications. 
 
Industrial espionage is already illegal and further legislation is not needed.  It is possible 
that “experts” would use other frequencies than public cellular/PCS channels, therefore 
any jammer must cover extremely wide bands and especially the licence-exempt bands, 
which would degrade everyone’s performance.  “Faraday cages” and / or RF detectors 
may be the only viable solutions (and neither need licensing), but Faraday cages will 
restrict legitimate emergency access, therefore signage will be important. 
 
Uses preventing criminal activity are already covered by existing rules for authorised 
law enforcement agencies. 
 
The total power emitted by some broadband jammers in close proximity to the public 
may approach or exceed safe thresholds.  Note that the power may be aggregated from 
multiple transmitters. 
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2 Device Description 

2.1 Equipment Device Types 
 
The earlier reports of the Board addressed the five known device types indicated in 
DGTP-002-01 and described below, and a sixth “detector” type has been added. 

2.1.1 Type “A” Device (Broadband Jammers) 
 
This type of device comes equipped with several independent oscillators transmitting  
‘jamming signals’ capable of blocking frequencies used by paging devices as well as 
those used by cellular/PCS systems.  With some technologies, the traffic channels must 
be jammed whereas with others only the control channels needed for call establishment 
/ alerting need to be jammed.  When active in a designated area, such devices will (by 
means of RF interference) prevent all pagers and mobile phones located in that area 
from receiving and transmitting calls.  This type of device transmits only a jamming 
signal and has very poor frequency selectivity, which leads to interference with a larger 
amount of communication spectrum than it was originally intended to target. 
 
This technique could be implemented without cooperation from PCS/cellular providers, 
but would negatively impact PCS/cellular system operation.  Once jamming begins, 
escalation to counter-jamming may result, either by deliberate action or by autonomous 
response of power control systems within a PCS/cellular system. 
 
One other area of concern is the raising of the general RF noise floor in the 
neighbourhood as a result of a Type “A” device.  Many communication systems are 
required to work in all types of buildings under very low signal conditions and the raising 
of the noise floor by various jamming transmitters in the same band and vicinity could 
make the difference between receiving or not receiving a crucial message in permitted 
areas. 
 
It is possible that the aggregate power emitted from such devices would cause safety 
hazards if in close proximity to the general public. 

2.1.2 Type “B” Device (Intelligent Cellular Disablers) 
 
Unlike jammers, Type “B” devices do not transmit an interfering signal. The device, 
when located in a designated ‘quiet’ area, functions as a ‘detector’. It has a unique 
identification number for communicating with the cellular base station. When a Type “B” 
device detects the presence of a mobile phone in the quiet room, the ‘filtering’ (i.e. the 
prevention of authorization of call establishment) is done by the software at the base 
station. 
 
When the base station sends the signaling transmission to a target user, the device 
after detecting simultaneously the presence of that signal and the presence of the target 
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user, signals the base station that the target user is in a ‘quiet’ room; therefore, do not 
establish the communication. Messages can be routed to the user’s voice-mail box, if 
the user subscribes to a voice-mail service. This process of detection and interruption of 
call establishment is done during the interval normally reserved for signaling and 
handshaking. 
 
For ‘emergency users’, the intelligent detector device makes provisions for designated 
users who have emergency status. These users must pre-register their phone numbers 
with the service providers. When an incoming call arrives, the detector recognizes that 
number and the call is established for a specified maximum duration, say two minutes. 
The emergency users are also allowed to make out going calls. Similarly, the system is 
capable of recognizing and allowing all emergency calls routed to “9-1-1”. 
 
It should be noted that the Type “B” detector device being an integral part of the 
cellular/PCS systems, would need to be provisioned by the cellular/PCS service 
providers or provisioned by a third-party working cooperatively with full support of all the 
cellular/PCS service providers. 

2.1.3 Type “C” Device (Intelligent Beacon Disablers) 
 
Unlike jammers, Type “C” devices do not transmit an interfering signal.  The device, 
when located in a designated ‘quiet’ area, functions as a ‘beacon’ and any compatible 
terminal is instructed to disable its ringer or disable its operation while within the 
coverage area of the beacon.  Only terminals which have a compatible receiver would 
respond and this would typically be built on a separate technology from cellular/PCS 
e.g., cordless wireless, paging, ISM, Bluetooth, ….  On leaving the coverage area of the 
beacon, the handset must re-enable its normal function. 
 
This technology does not cause interference and does not require any changes to 
existing PCS/cellular operators.  The technology does require intelligent handsets with a 
separate receiver for the beacon system from the cellular/PCS receiver.  It will not 
prevent normal operation for incompatible legacy terminals within a “quiet” coverage 
area, thus effective deployment will be problematic for many years. 
 
While general uninformed users would lose functionality, pre-designated “emergency” 
users could be informed of a “bypass terminal key sequence” to inhibit response to the 
beacon.  With this system, it would be extremely difficult to control misuse of the 
“bypass key sequence” by users. 
 
Since not all users “wear” their handsets, they would need to be notified that their 
devices were no longer in the ring mode or were no longer operational.  This notification 
may be of more annoyance than a potential ringing phone. 
 
Incompatible legacy equipment would not be controlled and it would be difficult to 
establish regulations requiring compliance in the near-term. 
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Assuming the beacon system uses a technology with its own licensed spectrum (or in 
the licence-exempt band), no change to the regulations is apparently needed to deploy 
such a system.  However such techniques may still contravene the 
Radiocommunication Act section 9.(1)(b), which states: 

 
No person shall without lawful excuse, interfere with or obstruct any 
radiocommunication. 

2.1.4 Type “D” Device (Direct Receive & Transmit Jammers) 
 
This jammer behaves like a small, independent and portable base station, which can 
directly interact intelligently or unintelligently with the operation of the local mobile 
phone. The jammer is predominantly in receive mode and will intelligently choose to 
interact and block the cell phone directly if it is within close proximity of the jammer. 
 
This selective jamming technique uses a discriminating receiver to identify the 
interfering mobile and target a compatible jamming transmitter to interact with the 
mobile, reducing the overall emissions. The benefit of such targeting selectivity is much 
less electromagnetic pollution in terms of raw power transmitted and frequency 
spectrum from the jammer, and therefore the jammer is much less disruptive to passing 
traffic. The jam signal would only stay on as long as the mobile tries to make a link with 
the base station, otherwise there would be no jamming transmission – the technique 
forces the link to break or unhook and then it retreats to a passive receive mode again.  
In most cases, the mobile will continue to scan for valid control signals, and as soon as 
one is detected, it will again try and access the correct base.  Thus the jammer may be 
forced into active transmissions for much of the time. 
 
This technique could be implemented without cooperation from PCS/cellular providers, 
but could negatively impact PCS/cellular system operation.  This technique has an 
added advantage over Type B in that no added overhead time or effort is spent 
negotiating with the cellular network.  As well as Type B, this device could discriminate 
and permit explicit “9-1-1” calls (but not other emergency calls). 

2.1.5 Type “E” Device (EMI Shield - Passive Jamming) 
 
This technique is using EMI suppression techniques to make a room into what is called 
a Faraday cage. Although labour-intensive to construct, the Faraday cage essentially 
blocks, or greatly attenuates, virtually all electromagnetic radiation from entering or 
leaving the cage – or in this case a target room. 
 
With current advances in EMI shielding techniques and commercially available products 
one could conceivably implement this into the architecture of newly designed buildings 
for so-called “quiet-conference” rooms. 
 
Emergency calls would be blocked unless there was a way to receive and decode the 9-
1-1 transmissions, pass by coax outside the room and re-transmitted. 
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It is unclear whether or not such techniques may still contravene the 
Radiocommunication Act section 9.(1)(b), which states: 
 

No person shall without lawful excuse, interfere with or obstruct any 
radiocommunication. 

 
In addition, municipal or provincial building code by-laws may or may not allow this type 
of construction. 

2.1.6 Type “F” Device (Detector) 
 
A “detector” device passively detects the existence of nearby cellphones etc. and alerts 
users (or building owner) that such usage is occurring and not permitted in a specific 
area.  Note that such devices will probably not detect receive-only devices (e.g., basic 
pagers), therefore they may not solve all the audible-ringer problems. This device type 
is currently legal in Canada. 

2.2 Evaluation of Jammer/Disabler Technology 
 
Several manufacturers of jammer/disabler technology have appeared in the 
marketplace with their devices yet none have proven to be selective enough.  The main 
problems with cellular telephone jamming are blockage to emergency calls and 
electromagnetic spillage into areas where it was not intended to go. Currently ALL 
technologies suffer from these problems. 
 
Detailed technical specifications and operational performance parameters for available 
devices are not yet available from their manufacturers. Further, since these devices 
have yet to be accepted for legal use by any country, information on actual operational 
performance of such devices is unknown.  
 
Therefore, at this time it is difficult to make any informed comment regarding the 
technical performance of these devices, particularly regarding the extent of any leakage 
of radio waves beyond the target area, which may cause unintentional harmful 
interference to legitimate cellular/PCS systems and users, or other wireless systems 
and services. 
 
Since RF leakage is not totally deterministic / controllable without very detailed analysis 
and construction, it is unlikely that any of these techniques can reliably prevent 
unwanted communications within a specific confined area without some spillage. 
 
Identification of any type of emergency calls (except “9-1-1”) is extremely difficult and it 
is unlikely that any of these techniques can permit all emergency calls and reliably 
prevent unwanted communications. 
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2.2.1 Overall Assessment of the Silencer/Jammer/Disabler Technology 
 
The overall assessment of the technology is summarized as follows: 
 
The greatest concerns arise from blocking emergency calls, whether these are related 
to 9-1-1 calls, originating or receiving calls due to family emergencies, originating or 
receiving crucial business calls or originating or receiving calls to other emergency 
numbers (such as the normal 7-digit phone numbers for police, fire, ambulance, poison 
control center and other medical services).  Emergency is not just dialing the digits “9-1-
1”.  It should be noted that there may be legal liability involved as a result of blocking or 
interfering with legitimate emergency calls, such as those to “9-1-1”. For example, in 
support of transplant patients, doctors, relatives of donors and potential recipients must 
be urgently contacted. 
 
Since the Type “A” device would block all calls, including emergency calls, the RABC 
believes that the use of such devices would be totally unacceptable.  
 
In the case of Type “B”, “C” and “D” devices, although they have intelligent capabilities 
for catering to registered emergency users, non-registered users could not make 
emergency calls.  Therefore, with some sophisticated implementations, the Type “B”, 
“C” and “D” devices are improvements over a Type “A” device for registered users, but 
do not fully satisfy the objective of enabling the placement and receipt of emergency 
calls.  
 
Furthermore, the implementation complexity for Type “B” devices is cause for concern.  
For example, serious complications would arise in coordinating with several service 
providers the installation of at least seven or more Type “B” devices (seven for catering 
to 2-cellular services, 4-PCS services, 1-ESMR service plus several more for paging 
services) at a target location. Therefore, the RABC believes that Type “B” devices would 
not be acceptable. 
 
Successful implementation of Type “C” devices depends on widespread deployment 
and use of Type “C” receivers in most terminals and will thus take many years to 
become established due to the large number of incompatible legacy terminals.  
Furthermore, if this type of device were used for silencing a handset it would also need 
to notify the user who might be counting on a ring from a purse or coat pocket.  Type 
“C” devices which disable calls would have the same issues as types “B” and “D” 
devices. 
 
Implementation of Type “D” devices require a discriminating receiver(s) capable of 
detecting multiple air interface standards and then transmitting appropriate jamming 
signal(s).  One challenge is for the receiver to detect the cessation of the original signal 
while the jamming signal is present.  Typically when the jamming signal is removed, the 
mobile will detect a valid base station and re-attempt communication.  Intelligent 
jammers also have similar problems. 
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Another serious problem could arise from the leakage of RF emissions (Type “A”, “C” & 
“D” emissions or Type “B” & “D” detection) beyond the targeted blocked area. Such 
leakage could be reduced through the use of directional antennas or “leaky coax” type 
of technology, but if not designed and installed proficiently, such systems can allow 
leakage that extends beyond the target area and could cause interference to adjacent 
parts of cellular/PCS/ESMR networks, thereby blocking calls to their regular users.  This 
could reduce the quality of service provided and leave customers with a negative 
perception of a supplier even though the reduction in quality is beyond the suppliers’ 
control.  
 
Type “E” facilities block all transmissions, however they are passive and do not currently 
need regulatory approval. They would have minimal “spillover” (i.e., impact on adjacent 
areas).  However, if poorly installed, they may simply attenuate signals and trigger 
escalation of base and terminal transmit power to overcome poor “propagation”. 
 
The use of Type “A” devices (and to a lesser extent Type “D” devices) could trigger a 
deliberate transmitter power escalation from an autonomous system response 
attempting to overcome the interference, which would affect the interference and power 
control abilities of PCS/cellular technologies in adjacent areas, impacting users over a 
wider area than intended. 
 
The use of Type “F” devices is acceptable as they do not interrupt legitimate 
communications and simply make the use more visible.  However, Type “F” devices will 
also “complain” about phones in “vibrate-only” mode.  Their use may thus be counter-
productive in situations where the “audible ringer” is the problem being resolved. 
 
Public safety and law enforcement personnel (emergency fire, medical) may use 
cellphones during their handling of an emergency “call” to consult with colleagues – it is 
essential that their equipment is not impeded by any local use of jamming technology.  
For example, paramedical personnel currently use cellphones to call an emergency 
room doctor for instructions/treatment – their usual dispatch equipment is not suitable 
for such a dialogue. 
 
One suggestion from the proponents of “silencers” is that the cellphone should be left at 
a reception desk and any incoming calls would be answered by a receptionist and the 
owner fetched.  This may be viable in a small restaurant, but in a concert hall would 
necessitate the use of ushers, whose appearance and interruption during the 
performance is less desirable than a vibrating phone solution. 

2.2.1.1 Summary 
 
While the RABC opposes certifying or licensing cell-phone silencer / jammer / disabler 
devices, we were explicitly asked to classify our level of concern with each device type.  
Several different orderings are possible depending on metric selected.  However, based 
strictly on the needs of emergency calls, the acceptability of the above six device types 
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gives the following order along with a brief rationale (Note that type C and Type E occur 
in two places depending on their abilities): 
 
Least obnoxious: 
 

• Type F Detector – it does NOT block any emergency calls  
 
• Type C Intelligent Beacon disabler – if it enables vibrate mode, and alerts the 

user of the change in mode 
 
• Type E Passive – if emergency calls are actively detected and “piped” out of 

the room, but with no spillover and no spectrum pollution. 
 
• Type B Intelligent Cellular Disabler – as it will permit some emergency calls, 

but have spillover problems 
 
• Type C Beacon and Type D Receive/Transmit – as it will permit some 

emergency calls, but have spillover problems and cause spectrum pollution 
 
• Type E Passive – as it blocks all calls, but with no spillover and no spectrum 

pollution. 
 
• Type A Broadband Jammer – as it indiscriminately blocks all calls 

 
Most obnoxious: 

2.2.2 Potential Service Implications 
 
The denial of service (especially emergency service) may have legal repercussions on 
the service providers, Industry Canada, the jammer provider and the public venue 
operator (concert hall, etc.), where some perceived harm or loss has occurred, 
particularly in situations where lives could have been or were lost. 
 
Service providers may be faced with serious legal issues of liability should customer 
problems arise due to jammers.  Addressing this concern could require the government 
to permit wireless carriers to limit their liability as a consequence of the decision to 
approve these devices.  While not yet addressed in Canada, the FCC in the U.S. has 
not been prepared to approve such limitations of liability for U.S. wireless carriers, even 
for “9-1-1” calls. 
 
Either by deliberate action or accidental implementation, there is a high possibility for 
unfair discrimination between the operators, due to the impact on coverage area and 
service availability with any of these disabling devices.  Jamming technology could force 
visitors to a hotel or hall to call via wireline or payphone service from which the facility 
owner derives revenue, and at the same time deny revenue to a legitimate 
cellular/paging service provider. 
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Certification, licensing and enforcement of conditions on third-party jammers could be 
very complex.  Even if it is possible to develop regulations to mitigate the technical 
issues, these will not mitigate the business and service issues and it will be difficult to 
guarantee compliance without regular re-testing and re-certification. 
 
If jammers are permitted and installed and then later Industry Canada releases more 
spectrum for emerging services and / or similar PCS/Cellular service delivery (e.g. 
IMT-2000 technology) or new air interfaces are deployed, who would be responsible for 
ensuring that existing jammers are modified in a timely fashion to provide equivalent 
“jammer service” to this new application as well as previous generations of services? 
 
Spectrum would be devalued if the technology (particularly of the Type “A” variety) was 
permitted as the market opportunity would be correspondingly reduced.  This may be 
particularly relevant as the jammed areas may be potential high revenue generators 
(e.g., large public events).  The 2000 Summer Olympics in Sydney, Australia provides 
an example of the demand for wireless service during large public events.  During the 
games, wireless service provider Telstra enabled approximately 720,000 minutes of 
telephone conversations daily3.  During the opening ceremonies alone, approximately 
125,000 calls were connected inside the Olympic Stadium.  This extraordinary usage 
demonstrates the desire of individuals to receive ubiquitous service of high quality. 
 
In any future bidding on spectrum, the spectrum would also be of lesser value, because 
bidders would know that jammers were permitted in the market and could pre-empt 
carriers' use of the spectrum and reduce potential revenue generation. 
 
The use of jammers could significantly increase the calls to customer service related to 
service coverage inquiries and billing credits, which would be a financial hardship to the 
carriers.  The carriers may have had to pay a high price in spectrum auction and in 
licence fees, and then potentially be forced into providing billing credits because 
someone else is interfering with the service. 
 
Overall customer perception of cellular/PCS coverage would diminish if the jammer 
spillage and 9-1-1 breakthrough issues are not dealt with and may potentially impact 
customer acceptance of cellular/PCS service. 
 
Society has evolved to expect universal coverage of cellular/PCS type technologies.  It 
would be a backward step to return to the need for ushers and bellhops searching for a 
guest when an urgent message arrives at a hotel, restaurant, concert hall, etc.  People 
with loud voices will still exist even with wireline phone or cordless phones.  If people 
with phones are inconsiderate and rude, jammer technology is unlikely to improve their 
behaviour. 

                                                 
3 Sybase and Compudigm Earn "Gold Medal" for Helping Monitor Wireless Traffic During Sydney 

Olympics, October 11, 2000 (http://www.sybase.com/detail/1,3693,1010826,00.html) 
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3 Specific Comments 

3.1 DGTP-002-01, §1. Intent 
The Board is pleased to note that “the Department is not prepared to address a licence-
exempt status for these devices”.  A “licence-exempt” status could lead to widespread, 
uncontrolled deployment of such devices and completely defeat one of the major 
advantages of cellular/PCS/paging/SMR services, that of connectivity anywhere, 
anytime.  Such status would have a major negative impact on Canadian wireless 
operators, manufacturers and the general public.  Licence-exempt status for battery-
powered jammers could lead to extremely arbitrary call-blocking by someone who is 
walking nearby and make it virtually impossible for carriers to ensure adequate quality 
of service. 

3.2 DGTP-002-01, §2. Background 
The Board acknowledges that the Department has a duty to balance the needs of 
Canadian user communities, manufacturers and entrepreneurs and to resolve issues so 
as to maintain an appropriate balance. 
 
With some of these types of jamming device, a mobile terminal could be made to 
believe that it is outside of system coverage, however in other cases, the terminal would 
“appear” to be fully functional and indicate that it is within reach of a base station and 
yet still be incapable of making or receiving calls. Therefore, the Board does NOT agree 
with the DGTP-002-01 comment: 
 

Generally speaking, the use of any of these five devices would place a mobile 
phone user in the same position as if they had, for example, moved outside of 
mobile phone coverage, or simply had their phone turned off. 

 
The Board also believes that there is a major difference between a user choosing to 
turn off his phone versus the phone being made inoperable by a third party, probably 
without prior warning.  We also note that not all mobile users have a voice-mail 
subscription. 
 
The Board agrees that education on voluntary phone etiquette, a vibratory ringer and 
local signage requesting patrons to turn off audible ringers are valuable and equitable 
resolutions for the majority of “audible ringer” problems. 
 
We confirm that our major concerns with many potential implementations of jammer 
technology are: 
 

• The blocking of emergency calls 
 
• Unfair discrimination in blocking among service providers and users. 
 
• Difficulty in controlling RF leakage; and 
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• The regulatory/enforcement and legal implications of allowing third parties to jam 

licensed services. 
 

o Legal liability 
 
o Certification issues 
 
o Licence devaluation 

 
• Increased customer service calls and potential for churn to competitive services 
 
• Customer perception of service coverage area 

 
As noted above the Board continues to support the current conditions in the 
Radiocommunication Act prohibiting the use of jammers and does not see a valid need 
for change at this time. 

3.3 DGTP-002-01, §3. Invitation to Comment 
 (a)(i) What is the public interest, if any, that could support broadening the 
Department’s occasional authorization of radio jamming devices for other private and 
public niche market applications (e.g. to increase security in boardrooms or to preserve 
“quiet zones” in public venues)? 
 

The Board considers that there is NO public interest that could support broadening the 
Department’s occasional authorizations in light of the serious implications outlined 
above, in particular in Section 3.2 and restated in (iii) below. 
 
Jamming is unlikely to solve EMC-related issues and only resolves the simplest of 
espionage issues.  The Board recognizes the occasional need to authorize Law 
Enforcement and Public Safety organizations to use jamming technology, but we do not 
support broadening such specific applications.  We note that many Public Safety 
representatives (firemen and paramedics) use existing cellphones to consult with 
colleagues when “on a call” and would probably unexpectedly lose this ability, if 
jamming is deployed.  For boardrooms, detectors or Faraday cages may be the only 
solution – neither of which needs Industry Canada approval.  Note that Faraday cages 
may cause problems for Public Safety representatives.  We believe that using jamming 
techniques to solve audible-ringer problems is unacceptable due to concerns 
highlighted earlier. 
 

(ii) If a public interest is demonstrated, what applications should be considered? 
 

The Board supports limited and temporary applications for Law Enforcement.  The 
status quo should remain with respect to the limited use of these devices, in certain 
circumstances for the prevention of criminal activity.  Section 9 (1) (b) of the 
Radiocommunication Act should remain intact, as should the intention, policy and 
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current practice regarding possession, installation and operation of these devices in 
special instances by the public safety community. 
 
As outlined above, the Board is also of the opinion that there can be no public interest 
demonstrated for broadening the present policy.  However, if any other applications are 
approved, then the Board believes that the applications should be for very limited area 
and / or limited time and comply with tightly enforced constraints (see below). 
 

(iii) What are the potential risks, if any, associated with the use of these devices? 
 

The risks indicated earlier are: 
 

• The blocking of emergency calls, whether to report an emergency life-threatening 
situation through 9-1-1 or other emergency numbers such as direct lines to 
police, fire ambulance, poison control centre or other medical services, calls to or 
from doctors, police requirements and any other emergency communications 
using public facilities. 

 
• Unfair discrimination in blocking among service providers and users.  
 
• Difficulty in controlling RF leakage; and 
 
• The regulatory/enforcement and legal implications of allowing third parties to jam 

licensed services. 
 

o Legal liability 
 
o Certification issues 
 
o License devaluation 

 
• Increased customer service calls and potential for churn to competitive services 
 
• Customer perception of service coverage area 

 
These risks have three timescales: 
 

• Immediacy – inability to make or receive phone calls or messages, even if these 
are urgent, life-critical, safety-related or time sensitive. 

 
• Medium term as issues such as compliance to power and RF leakage issues are 

addressed on a specific device basis or legal liability issues are pursued through 
the courts  

 
• Long-term – public perception of poor service or poor coverage impacting the 

financial health and rate of growth of Canada’s wireless industry.  With time, 



 

Page 19/22  Dated 2001-07-12 
  

even properly installed equipment may fail and cause unexpected interference, 
unless carefully maintained. 

 
These risks will significantly impact the marketplace and substantially increase both 
business risk and potential life/safety risks from lost emergency service. 
 
From a public policy perspective, the greatest concern with these devices arises from 
the potential for blocking emergency calls, whether these are: 
 

• Originating calls to 9-1-1, 
 
• Originating or receiving calls to / from other emergency numbers (such as the 

normal 7 digit phone numbers for police, fire, ambulance, poison control center 
and other medical services), 

 
• Originating or receiving emergency calls between private individuals. 

 
Except when dialing the digits 9-1-1, it is technically extremely difficult to correctly 
determine that a call is an emergency call and permit the call, while “silencing” non-
emergency calls. 
 
The Board believes that there is a significant risk of an uncontrollable explosion of 
devices in the “gray market”.  If equipment is permitted for use in specific cases, then by 
deliberate or accidental action or by equipment theft, the devices will also be used in 
non-permitted cases and such activity would be difficult to control. 
 
If a jammer is modified, moved or becomes faulty, there is a risk that deployment by 
unskilled hands (for example, in a restaurant, concert hall, or similar venue) could 
accidentally lead to emissions outside the desired coverage area. 
 

(iv) What potential adverse effects should Industry Canada address in establishing 
conditions of use? 

 
As outlined the Board does not believe that the Department should be establishing 
conditions of use.  In the event that the Department does begin the process of 
conditions of use, given the concerns and risks outlined above the Board recommends 
that the Department undertake a separate public consultation on such conditions, 
including the remedies required to address the identified adverse impacts. 
 
If such devices are deployed, existing licence holders should be entitled to a reduction 
(or refund) in licence fees, due to the diminished value of the spectrum – how will this 
be addressed? 
 
How will non-discriminatory jamming of spectrum be maintained if new air interfaces 
and / or spectrum are deployed?  Who is responsible for upgrading the equipment? 
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 (b) What is the distinction, if any, between the use of these devices in private places as 
opposed to public places? 
 

There is no difference between public and private venues.  The need for emergency 
calls covers both public and private venues.  The public may not realize when they are 
in a public or private venue and expect ubiquitous coverage. 

 
 (c) If Industry Canada permits these devices: 
 
 (i) on a broader basis, should licensing be restricted and if so, restricted to whom (e.g. 
law enforcement agencies, wireless service providers, or others) and to what frequency 
bands? 
 

Law enforcement already have special abilities.  Wireless service providers already 
have the authority to constrain their own coverage area.  No one else should be 
permitted to transmit in licensed bands without authorization by the wireless service 
providers holding the authorization in those bands. 
 

(ii) under what operational conditions and technical restrictions should these devices be 
licensed? 

 
Passive devices do not require licensing and are generally more benign than active 
transmitters.  Such devices, which detect and advise of inappropriate behaviour (not 
block), may be acceptable, if not too obtrusive.  Note that detection systems may 
“complain” about phones in “vibrate-only” mode and be counter-productive if the basic 
problem is the audible ringer. 
 
The following operational conditions should be required of such devices: 
 

• Support for emergency calls (both to 9-1-1 and other non-obvious emergency 
phone numbers) is required for both incoming and outgoing calls. 

 
• Specific tight constraints are required on jammer spillage outside the designated 

target zone. 
 
• Visible signage is required, advising the public that service may be impacted. 
 
• Permission must be for specific area and / or time limit 
 
• Proper maintenance / monitoring is required of the units to ensure continued 

compliance – specifically any repairs must be done by qualified personnel, who 
are capable of verifying emission compliance in adjacent areas AFTER the repair 
is completed. 

 
• Self-test functionality is required to identify faults and disable any transmissions 

from the unit until repaired 
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• The affected operators (cellular, PCS, paging, …) must be informed of the 

location of the devices so that customer problem reports can be correctly 
assessed.  This requirement includes the maintenance of a public database 
containing all installations and authorizations. 

 
• Units must not be portable or mobile. 
 
• Units must NOT be permitted when the purpose for installation is to discriminate 

and move traffic from existing operators to competitive communication facilities 
for any reason and especially if the jamming unit owner gets financial benefit 
from jamming. 

 
• The Board does not approve of third-party jammers, but if licensed, jamming 

must be applied equitably i.e. non-discriminatory basis, to all wireless service 
providers in any band (cellular, PCS, satellite, SMR, cordless phones, wireless 
PBXs, radio amateurs, pagers, license-exempt bands, and including future 
technologies such as IMT-2000, Bluetooth) 

 
• Units must be upgraded if new spectrum or air interfaces offering advanced 

services are deployed so as to maintain the non-discriminatory usage. 
 

 (iii) are there etiquette protocols that manufacturers of jamming devices could put in 
the equipment to ensure that each jamming device operates only in the area within 
which it is licensed to operate? 

 
No known protocol will ensure that usage is constrained within specific boundaries, 
however, RSS-118, RSS-128, RSS-129, RSS-132, and RSS-133 already document 
Cordless-Mode Cellular Base Stations (CCBS) – intelligent “Direct Receive & Transmit” 
jammers could conform to these requirements, in addition to the previous operational 
conditions and provide some degree of control. 
 
Any jammers should employ internal monitor logic, which causes them to disable their 
emissions, if any failure is detected. 
 
To prevent accidental or deliberate moving of devices from one (permitted) location to a 
second (unauthorized) location, an etiquette similar to the non-nomadic licensed-
exempt PCS (UTAM) etiquette could be used.  This would force the jamming device to 
“call-home” for an “enable” code any time that the power supply has been interrupted 
(e.g. by removal & re-installation of the device). 
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4 Summary 
The Board supports the retention of the existing policy and the refusal to exempt, certify 
or license jammer / disabler devices.  The Board still sees no valid rationale to modify its 
stated position and does not believe that any change would assist the Canadian people. 
 
The Board believes that many “solutions” proposed for market tackle the “symptom” and 
do not tackle the underlying “cause”, with the consequence that these solutions have 
significant drawbacks. 
 
The Board believes that the best solution to the audible-ringer issue is public education 
and the responsible use of vibrate-ringer mode on cellphones. 
 
Thank you for the opportunity to make this submission.  
 
Yours truly, 
 

 
 
 
 

R.D.C. Coles 
President 
 


